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Aulhenlicollon Seryice AgencY
AulhenlicoUon LJser Aoency
lndion Compuler Emeroency Respo.seTedm

HSM Nordwore secldlv Modue

N.n Dnddure adreemenl

slondord solon Ten.g ond Ololly Cerlli.olion

o) 'Aodhoor numbef' meon5 on id€nliri.dlion number issued to on lndlvlduol uder sub{eclion
(31 or seclion s, ond inc ude5 ony o ternolive vtruoiidenlliy seneroled underslbiection (4) or

Relerence: seclion 2{o) ol lho 
^odhoor 

fiorgeted Delivery of Fl.onciol ond olher subsldies,

Beneflh ond setoice, act, 2016 ond secilon 3(i)(o) ol the Aodhoor ond oTher Lows

{Ame.dment) Aci, 20l t
b) "Aqdhod Doto voult" (ADV) meons o seporote secure dolobose/vouLt^vnsm where the
ertties mondolorily slore aodhoor number qnd ony connecled doio such thol il willbe lhe
on y ploce where lhe soid dolo w be nored.
Reference:Polntnumber(o)ctculorNo.ll020/20sl2017 ulDAl {^uth_ ), doled 25.07.m17

cj 'rMonymlrotlon ln rcollon io perono dolo, meonssuch iitreverib e pr@e$ oi ironsloming
or conveninq peBono dolo to o fom ln which on lndlvlduol connol be idenlired, whlch meets
The slondqrds of itrevemibi iiy.
Relerence: Section 3 {2)ol lhe Pe6onolDoto Poteciion Bill 2Ol9

d) "Adhentlcollon" meons lhe proce$ by which lhe Aodhoor number olong wilh
lnr.rmollon or blomelrlc nlormoiionofon ndividuo isslbmltled lo lhe Ceniro

This documenl is ihe properly of ond prop elory to The Akolo-woshim Dhtrlct cenlro co operotive
Sonk lld., Akoo. conlerls of thls documeni shoul.l nol be disclosed to ony unoulhodzed pe6on.

This docomeni moy nol, in whoe or in porl, be reduced, reproduced, slored ln o rel evolsvslem,
lrons oled, or lronsmllied i. ony form or by ony meons, elecironic ormechonico.

E e.l.onic Know Your Cusloher

VID

Repcilory for lh ve f colion ond slch Reposilory verlfies lhe corectnes, or the
the bosis ol iniormoiion ovolobewilh t.
Relerence: Secrlon 2(c) of lhe Aodhoor llorgeted Deliverv or Fl.oncio on.l
Beneflt5 ond sery ce, Act,20l6++++++++++



jl "coEe.t' meons lhe .onsenl reiered loin secllon I I or PDP bill2019
Refdence:ection I I of PDP b 2019 (given below)
ll. {l)Ihe peEono ddlo shollnol be proce$ed, ex.epl on the consent glve. bv rhe doto
nnn..orot rho commencemenl of ih oroce$i.q.' 

12; the co1-nl ol lrc oo'o p'inc,pol sroll rol be vord. unle$ \' l- corsell
iol' ee .o'ils rFqo'o ro *\" e' l corplies w l'e ronoo'o soec riFo r roe'sectiol l'

ol the nd on conlrocl Acl, I a72l
(b) inMed, hovins resord to whelher the doJo principa hos ben prcvided wiih the

infomlion equred under5eclon 7;

{cl specific, hoving reqord io whether the dolo p ncipol con delemlne ihe scope or

consent in respect of lhe pulpose of proce$ins;

{d) ceor. hoving regord to whelher ii is indlcoied through on oflrmouve oction lhol ir
m..n n.,ulin o oNen conlerlio.d

re, ;poo^;r oe'1s rilhd'o,. I o/i s reso o lo w'c e"'e eo\e o"Lc' tilr orov o's
..m..rnhr.lo,ne edle h rh 

^h 
ch conse| nor oe q\er

r3l rood"or 'o 'ep'orr olsco.'oi1co _ .bseclio 12, 'ecore"o'lredoloprcipo
'1?soec'o 

p,oce$irc olol/ se.s'\' per o oldolo '' ol oe e oic"v obloi'ed-
(ol oAer informing hlm the purpose of, or operolio. in, proce$ing which h likelv To couse

sionlfconl horm to Jhe clolo princlpol:
ioinference from conducl i. o conlexTrondedrtdms Wlho!ireco!6e

ivins himlhecholce olseporatelyconsenting tothe purposesof, operollonsln, the

orle5of, senslive peEonol doto relevonl lo proce$l.A
ony soodsorseryices or lhe quolily lhereof, or lhe pe
menl of onY eso rlohl ot cloim, shqll nol be modo

".4co.sent io lhe oroce$inq ol onv peBoro dolo nol nece$o.y forlhol PUrPo
(sllhe burden or prooi thot theconsen r hor been g ven by lhedolo Pdn

of rhepeBonoldoto!.de, thrseclonsho r h-a .n the do10 iid!.]qry

el Aulhernkoilon serylc. Asency- or -AsA'' \lo I

nfda !€ o , o i -c ?'y o-o '-lolcd re^ cF' lo' q oo a9 o
requenlng entity 1o perfom outhenticolion usng lhe oulhenli.oiion focililv povlded bv lhe

Reference: Resulolion numbe.2(r)orJhe Aodhoor {auihenlicot on)Resuolions 20l6

l) "aulhentlcotlon &er aqen.y" or "AUA" meons o requesllng enlilv thol lses lhe Yes/ No

ouihenlicoiion fociiV provlded by ihe Aulhdity.
Referenco: Resulolion rumber2{s) of lhe Aodhoor lAulhenlicoiion) Resuloiions, 2016

a)"Authodty" meors lhe Unique LdenliicoUon aulhdily of lndio esloblhhed unde.sub{eclion
ai)or seclioi\ I I orlheaodhoor llorgeted Delivery o, Finonciolond olhersubsldies, Benerirsond

Reieren;e: seciion 2lel or lhe Aodhoor {Torseled oe ivery of Finonciolond other subsidles

Berelk ond Setoice, Acl, 201 6

h) "Blom€tl. ln,omdfion' meons photosroph, iingerprnl, iris scon, d such olher biooalco
ollribules ofon indivldloLos moy bo specilied bytegulolions.
Relerence: secllon 2(9) or the Aodhoor (Torseled Deivery or Finonciol ond orher subsldles

Benei ts ond sedlcet AcJ,20l6

l) 'centrol ldedltle! Ddto Repos ory" (clDi) meons o centrohed doiobose ln one or more

;coions contoinins oll Aodhoor numben ksued lo Aodhoor number holde6 olons wiih ihe
corespondlng demosrophic informolion ond biomelri. nformorion ot slch individuoh ond
other infdmolior relolod lherelo.
Rer€€nce: section 2{hl ol lhe Aodhqor {Torsoted Dellverv or Finonciol ond olher Subsldies,

Benefih o.d Serylce, Acl,20l6



{6)where ihe cloro pnnc po Wlhdros his consentfiom rhe proce$ing ot o.y peEonotdoro
wiihoul ony volid reoson, oll legoi consequences tor the etfe.h of slch withdrcwot shol be
bome by such doio principo.

k) "De.rdert lcolloh" heons the proce$ by which o doio riduciory or doto procesor moy
.emove, or mosk ide.Ulie^ fiom peEonoldoio, or rep oce them with such otherticlitious nome
or code thol is unique to on indviduq but does no], on iJs own, dnecity ldenrtty the .roto

Rereren ce: Sec Uor 3(r6)ol lhe Po6onolDolo Proreciion bil 20t9

l) "Demogrophlc lnlomolioh" inc udes informol on elotinq lo lhe.ome, doie ot btrih, oddre$
ond olher relevonl informqton of on lndlviduo, os moy be spec,ied by egutolions lor Jhe
pulposeofGsulng onAodhodnumber, butsho not inctude roce, re toion, coste, tibe, eihnt.iv,
longuoge, records of enlitlement, i.come or medi.o hGtory.
Rererence: secJio. 2lk) of ihe Aodhoor (Toroeled Delivery of Finoncior ond other slbsidies,
Benelirs ond Seryicesl Acl, 2Ol 6

hj ".-KYc U3er Asency" or 'KUA" sho meon o requeting ert ty whlch, ln oddition to betns on
AUA, ures e-KYc oulhenlicolior iociliy piovidod by the Auihority.
Rereroncei Reguloiion nlmber 2(l)ofthe 

^odhoor 
(Authenllcolio.) Regutolion' 20 r 6

nl "Globol AUA." mens lhe oqencies which will hqve occe$ 10 tuu o-KYC (with Aodhoor
numbd)ond lhe obilily io nde Aodhoor number within iheirsysiem.
Retqenco: Pornl number 9lo) of circu or No. r of 2018, F. No. K I to2o/2t7l20t3-utDAt lAuth t),
doled lolh Jonuory 2018

o) "l,o.ol AUA{ meons lhe qgencles {tlich wilL on y hove occe$ io Llmlied KYc ond wit nol be
olowed lo slore Aodhoor nlmberwilhln theiriyslems.
Reference: Poinl number 9(b) of circo or No. I of 201a, F. No. Kt 1020/21 7/201 8 u oA lAuth-t),
doied lolhJonuory20l8

p) "Hdrdwore secu,iy Module (Hsrn)' meons o devce ihot wil slore lhe keys lsed for diqitor
jgn ng of Aulh XML ond decryplion of e-(YC response dqlq recelved fom UtDAl.
Re,erence:Poinl number 4 ol ctcu or No, I1020/20al2017- UtDAi (Aulh r), doied 22.06.2017

q) 'ldenllv Intomofion in respecl or on individuol, nc udes his Aodhoor number, his bionetric
ir,moiion ond his demogrophic informouon.
Reference: seclion 21nl oi the Aodhoor llorseted Oelivery of Fnqnciol ond oiher subsldlei,
oenetii5 ond Seryicet Aci,20l6

4 'lhaled xYc" meons lhe seryc€ thoJ does nol relurn Aodhoar numberond ony provides on
ogencyspecilic onique U OToken o ong wilh olherdemogrophlclie ds lhot ore shoredwith lhe
Loco aUAs depending uponllsneed.
Reference: Poi.tnumber3 (l)ond 9{b)of-crculorNo.I of20ta, F. No. K | 020/21712013 u DAI
(Aulh l), do1e.l loih.lonuory 20lA

t "PlD8lock" meonslhe Pe6o.o denlily Dolo e ement which inc udes necesory demogrophlc
ond/orbiometricond/orOTP co ecled iromlheAodhoornumberhoderdudng oulhenllcoJlon.
Rererence: ResuloJion numberzln)or lhe Aodhoor {Aurhenricoron) Resu orlons,

l) "PeBonol doto" meons doio oboul or.eloling to o noluro pe6on who is
idenlifrobe, hoving regord Jo ony chorocle stic, lroit, oxrlbule or ony
idenlily of slch noilrolpe6on, whelheronline or olf ne, or ony
wilh ony oiher nformoiion, ond shol incllde ony lnference drown nom



Reterence: secilon 3{28) or lhe Pe6onol ooto Protecllon biL 20I 9

!) 'Peuonnel" meons ol the employees, sloff ond olher individuos emploved/conlrocied bv

Rerere..e: Res! aiion number 2 (l ) {r) of Aodhoor {Dolo secuitv) Resulolions 20r 6

,I "P6.esrln9' . relolio_ 'o per rolor oo ro. meo_5 on ooerolior or se of oo€'olior \ pe'fdred
or per.oro doto eco'dlg. orgoliroiior.
nrucludng, nddse, odoploiion, ollmlion, rel evol, use, olignmeni or comblnoiion indeing,
disclosure by tronshhslon, disseminolion d otheMke moklng ovoiloble, reslri.uon, erosure or

Rererence:secUon3{31)ollhePe6onolDotoProieclonbi ml9

w) "releren.e Key" meons on oddlliono kev which is mopped wlTh eoch Aodhodr nlmber
slored in lhe aodhoor doto voull.
Reierencei Point .umbe. (c)ctcu or No. I1020/m5/2017- u DAI (Aulh rJ, dqled 25.07.m17

rr -necuedlns Enllv_ meo tr o ogelcy d peaor lho sub 1 ' lhe Aodhoo n' n ber. ond
deroa:opt ",rto'rot:ono oomelic irlottroliol.oIo.'.o!'o 'ol lo lhe Cenlolldcr llesDoro
Reooiloto lor oulhentlcot on.
Rereer-;: sec io. 2rul o lhe Aodsoor forse'eo oeliverv ol !'o1cio, ono o _e subtdie_.
Beneflh ond Seryiced Acl,20l6

vi "rendern"meonso.,no" oro Q_ohosresoeoirlndolorop'rbdor pedo6oaou l!n
;lro o.e h(.d,^d o.o eiqhrv-to oovs o' more ir't we' e ror.s imreo'o el/ oeced'o
the dote of opplicoiion denrolmeni.
Reference: se;rion 2{v) or lhe Aodhoor llorseted Deliverv or Finonciol ond orher subsidles,

Ben€lih ond seryice, Act, 201 6

z) "s.niltlve peBono! doio or lrromdtlon' meons such peEonol inr.rmoiion which conshls o,
inldmolion re oling lo -
ii iinonclol i.lomoiion such os Bonk o.coont ot cr€dii coti d debil cord or other povmenl

iii. physlcoi, physiolosjco o.d mento heolhcondition;

v. medrcol records ond hisio.y;
vi, Biomeldc inromotion,
vii.onv deloll reloling 1o lhe obove couses os provlded To bodv corpo.ote lor providlng

vrrr dnv of the i.formolion recelved lnder obov€ clouses bv bodv corpdote for p.ocesing,

slded;r doce$ed lnder owtulconioct or oJheNise;

.,.v'oeo,nol on\ riormolior ll or s h 'e v ovoilob e o' oLcessible 'n o-o c doroir o" r !l cd
: "d", *" Ri"hr r; hromolion Acr. 'ooso'orv olrer o*'or I.e liae be rs' ' o !e sl'ollr olbe
,edd,ded oitensilne oeDor o oo'o o rl'orroiol 'or 't p' rpo es o'1 ese rL es'

;i;€n!e.R- eJollrch'q. o'or lecr.olog/ lReoso.ool" s"cu :1 oioc lcd orc Pro"d" 4
d.dSensilive Pecono Doio or nfomoiion)Rues, mll

ddl "UlD Toke." meons o 72-chorocier olphonumeric aling relurned bv UIDA l

.rihenJicolio. ond Limlled KYc reqlesl. t wi be unique for eoch Aodho
podicuor enhly iaLjA/sub aua) ond will remoin some for on aodhoor
ollhenlicotion requesls by ihoi porliculor enlitv.
Reference: PoinJ number l00fin circulorNo.l oi2018 F No
doled loth Jonuory20l8

I l)a2o/2t1tm



bb) "vltuollD (vlD)" meon5 onyoliemotiveviiiuo ideniiiyissued ason ollemolive lo lhe ocluo
Aodhoor numborofon individuo thol sho be generotod by the Aulhdily in such morneros
moy be specined by regulolions.
Relerence: seclion 3 {4j ol rhe Aodhoor (Iorgeied Derivery of Finonciol ond olher subsides,
Benefh ond seryice, Acl,20r6 ond seclion -4 of the Aodhoor o.d other Los lamendmeni)

The purpose of this policy is to provde direclion lo lhe vorjols nokehodeB ond responsibe
pe^onne wthln The A[olo-Woshim Dnr]cl Centrol C@operotive Bonk Ltd., Akolo 1o protecl
perono doio of Aodhoor number hodeu n compio.ce 10 the relevont provhons of lhe
Aodhoor Acl,2016: the aodhoor ond olher Los lAmendmenJ) Act,2019; lhe aodhoor
lAurhenricoiior) Reguoiions, mr6i rhe Aodhoor (Doio secudry) Resurolronsj rhe Aodhoor
lshorirg of lnformolion) Reguollons, ml6: ond lhe nformotion Technology Ac1,2000, ond
regulolions lhereunder-

3. P€ronol Ddtd .ollocilon
o. rhe Akoo woshim Disl ct cenlrol ccoperolive Bonk ttd., Akoto sholt cotleci lhe peEonot
doio incudlng Aqdhoor number / Virtuo! D, dtecty nom lhe Aodhoor number holder for
condlcins ouihenlicoiion wilh U OA oi the ime of provldlno the seryicesj

4. speclllc purpore lor colledlon ol Peuonol doro

cllhe ldenUly informorior shql nol be used beyond lhe menlloned pu,pose wilhoul consenl
,rom ihe aodhoor number holder ond even with consenl use ol such informolion lor oth-ar
purposes shou d be underlhe permisslble purposes in compionce to lhe aodhoor Act ml6.

<comment AUA / KUA agd.izolian hay p@ride lhe pupase al the olhet pe$anol dotd ond
idehlily inlqholion lhol noy be proce$ed in their contexl >

5, Nollce / Dhclosure ol lrnomotlon to Aodhoor numb€rhold€r
o)aodhoor number ho cler shoibe provided relevoni i.formolio. prior lo coileclion of denuJy
i.fdmoiion / peBonol dolo. These sho incude:
i. The pu.pose forwhch peroro cloio / idenliiylnforholio. is be.g co ecled;

l.The informotion lhol sho berelurned byUDA upo. ouThenticoiion;

o'o Jr lor, lo lne speciled ou'poee ond'I aordo'oa ll e -oo p'o/' o r rr d

iv. Ihe oller.olives io s!bmlsslon olidentity inlomoJion (f oppllcoble);

v. Oelois of Seclion 7 nolilicoton lf opplicoblel by lhe re5pecllve
addhdor aci. 2016. which mokes submhslon ol Aodhoor nufrber os o
condilion to receive subsldy, beneil or serylces where the expendil

oj lhe ldenllly infomolion ircludlng Aodhoor number / Virilo lD sholl be collecled lor lhe
purpose ol oulhentcolion of Aodhoar number holderlo provide e-KYC for Accounl openlng.

bl The idenlily lnlormqlion co ecledond proce$ed 5hollonly be u5ed puruqni io opplicoble
owond os permlJled lnderlhe AodhoorAct 2016 diis Amendmeri ond Regootions.

d) Proce$ shal be implemenled to ensure lhot ldentiry lnlormolion ls noi lred beyond the
purpces menlloned in lh6 nolice/consent form provided 10 ihe Aodhoor nlmberholder.

lii.Theinformolior lhol lhesubmissio. ofAodhoor number or lhe proof of Aodhoork mondoiory



consoldot€d Fund of rdlo or consoidoted Fund of slole. alernoie ond viobe meons ol
idenlilicolion ld delivery of lhe slbsidv, be.ell or serylce mov be provded il on Aodhoar
nlmberk not o$igned 1o on irdividuo;

vi. The iniormollon lhoi Viduol lD con be used in lieu ol Aodhoor number oi lhe lime of

vi The.dmeond odde$ofTheTheAkolo woshimDhltuiCento Co'operqllve Bonk lld , Akolo

co 6ilng ord prcce$lng ihe penono dotoj

bl addhoo. number holds sho be notilied of lhe outhenlicoJlon eilher through ihe e_moi or
pfo.e or sMs ot the iime ol ourhenil.olion ond The AkoLo_woshim oislrlct Cenlro co operotive
sonk ltd., Ako o shollmoinioln ogs of thesome;

orLoonnoice/ o,cldLeol -fo'm"o.'o he 'odhoo" Jaberhode. conser'lmllbe olen
n;'riddn€ecronic,mollheweositeo'nob'eopp'coriororolhe.opp'oso'efeo.\
ond Ih;Ihe Akolo-Woihim Dishct Cenlrol Co_opdotive Sonk ld,, Akolo rhollmoinloin logs of
dliclosure or informolion ond Aodhoor number ho deas consenr.

bl Lego depddmenl lho I be involved in veitng Jhe method of iokins conrenJ ond losgi.g of
thesdme, ond tqmo qpprovo sholLbe ecord6d nom ihe egoldepo ment

7, Proceislng ol PeGonql doto

ollhe o-n ! 'l'o'nolior 
. ' L - o .g aoo_oor .unbe oior'| " /demoEopfl ' rl'oto''or

co{leotromlneAodloor r-(oe hode'bv'heAlo.o wo.'iTDls ic,cenholcoooero'\'
Bonklld., Akoq shollonly be used forthe AodhooroulhenJicotion pr@e$ bv submitiinq iilo tho

Cenim rde.iilles Dolo Reposiiory ICLDR).

6l aodhoor oulhenlicolion or Aodhoor e-KYc sho be used for the speciic purposes declored
l; ulDA ond permiiled by ulDAl, Such specilic pu.poes sholl be nollried io lhe residenh /
.usiome6 / h;ividlo s ol lie iime ol auihenlicoilon lhrough disclosure of irtomollon noiice;

.l Th6 Akoo Woshim Disl cl Centrol C@perolive Bonk td., Akoo shol nol ose ihe ldenlily
Ito.mUon includl.s Aodhoor nlmber or e_KYc for onv other pu.poses ihon o owed br the

Aodhoornumberholderlhrough co.senl ond informed 1o rhe res denl / clnome6/ individuo s

ol lhe lime of Aoihenllcoiion,

or Eo.re ou po e or e " 
_. lhe demog'opl - oelo's ol'_e o'o.o re'qled 4on u DAl os o

'" ""*" *" oe -rco tor oenlif<oioi o 1eilo'r''o'o'o'rle\pccrcpLpo'e' oloovidis
th; spec ric seNices for lhe duroiion o, the seMces.

3 Reredlon ol P€ronol Doto

The oulhenlicoiion lronsocllon loqsshollbe slored Id o peiod of lwo veousubsequenl lo
which lhe ogsshollbe orch ved fd oPe odotliveyeo6ond uponexpiryof such pedod, botring

the oulhe.lcoion tonsoction ogr required to be moirtoned bY o coud
dhpule, ihe oulhenlicollon ironsoction logs shollbe de eled

informduon sho not be shored in conlrovenlion 10 lhe Aodh
nl. Regulolions ond olherctculo6 re eosed bv UlDAlrrom time t6 u

9. Shodng of Peronol doto



o)TheAadhoor numbershollbe co ecJed over a s€ure opplicot on, lronsn tled over o secure
cho.nel os per rpecif colions of u oAl ond the identily irlormolion relurned by ulDA shol be

b) Ihe biometic lnldmot on sholl be coll€cted, il dpp coble, lsing the regsleled deYlces
specifred by llDAl. These devices encrypl lhe blomelric informolon ol devlce leve ond the
oppicolion sends the some over o secure.honnelio U oal ror oulhenllcolion.

c) olP lnformoiion sholl be co ected in d secure opp iftt on ond encryplo.i on the crienl device
before tronsmitting ii over o se.ure chonnelos per UIDA| speciicolions:

d) Aodhoor /VrD number lhot ore slbmilled by the residenl / cusloher / individuol to the
requesiing enlily ond PID b ock hencecreoledshal not be retoined underonyevenlond enliiy
shollreJoin the poromeie6 received ln response f.om U DA

e) o-KYc intomolion sholl be slored in on encrypiod fdm only. slch encryplion sholl mol.h
r.) DAlencryplion slondordsond io ow lhe lolesl lndunry ben procice.

r) the Akolo woshim Dislrci Centrol co-operotive Bonk id., Akolo hos beon cro$ifled os o Locol
AUA by uroA ond d@s nol slore Aodhoor humbe6 ofihe cunoms /lndlviduok / residents io
moinioln lheir pr vocy ond seculy-

s)The Akolo Woshim Dislrict conlro co'operolive Bonk lld,, Akolo lTf co$ifed os GlobolAUA5
ond KUA5] sho , os mondoled irv ow, encrypl ond nore tho Aodhdor numbe6 ond onv
connecled dolo only on the securo aodhoor Dolo voui (ADVIln compionce lo lhe aodhoor
dolo vo! l ctculor lssled by LJLDA,

h) the keys used 1o dlgllqlly sign lhe oulhenlicotion request ond for e.crypiion ol aodhoor
numbe6 in Dolo vou I sho be stored onLy in HSMS in compL once 1o lhe HSM ond Aodhoor Doto

i)The Akolo woshim Dkticl cenirol co-operolive Sonk lld., Akoo sholuse onlvslondordsolion
Tesiing ord Quoliiy cerilicoUon (slac) / ulDA cerlifed biomelrlc devices lor Ao.lhoor
ollhenticolion (ir biomerric outhent coiion h ured).

l) All opplicolion5 u5ed lor Aodhoor oulhenljcolion or e-KYc shollbe iesled forcomplion.e to
Aodhoor Acl2Ol6 belore be.g deployed in produclio. ond oilerevery cho.ge lhot impoch
the proce$ing of idenlily informol o.; The oppLicolions sho be ouclile.l on on onnuol bosh bv
inrormoiion syslem5 auditorl, ceiif ed bySTQC, cERT-lN oronv oiher UlDAlrecognied bodvj

kJ ln the evenl of on identty l.formoton breoch, lhe orgonisoion sho

i. Adescripiion ond the consequences oflhe breochl
ii. A desciplion of the nlmber o, Aqdhoor nlhber holdeE offected

'ii 
Thepdvoc/ofhcersco.locldeloils;

b)Slomelric infomoiion co ecled shollnol be lronsmlllecl over ony nelwo*wthoutcreotion of
encrypled PID bock os per Aodhoor Aci ond requLoionsl

c) Ihe Ako o Woshim Dlstrlci Cenlro Co-operollve Bonk 1d., Ako o sho nol require on lndividuo
to lronsmii the Aodhoor number over the nternel unle$ 5uch tronsmhson h secure ond ihe
Aodhoor number is lronsmilled ln encrypled fom ex.epl where tonsmhson is required for
cotreciion o, ero6 or redre$ol of grlevonces;



iv. Meosures loken io miligole the ldenillv informollon breoch;

, Aooroonore -ec- r 
jv o.o . or , de-.'olily oolEo ols \h. . bF ad-Tcr ed . tt rcr -o clos ,e

oqre;a:1l IND^' i _ eaoloveevcolrocluo oq_n_es /co'\' ro.a/oo!so' ond or5eI
6e60nnel hond ino idenlilv inf omolioni
;r onlvoL hodzd i ,oi'rouo4 s.olot oloseo ooc' ci, - 'e1r: ohonooolcolio_ oud:i los\'
orr.r|icolio.seves.oppico o i.\ou!ecode.in'o'aolo.se'u v..tost'.' "re.ar o(ce\'
control lisl sho be molnlolned ond regulorly updol€d by dqonGolion:

n) Besi p.oclicos indqlo prjvocy ond doto proleclion bosed on internol ono sto.dodsshoL be

o) Ihe responso received ftom c DR ln lhe lo.m of oulhenlicotion Tronsoclion oqs shol bo nored

i. lhe ao;hoor rumber ogoinn which oulhenlicolion h sought n cose of Locol auas where

Aqdhdor number i5 nol ret!;ed bv ULDAI ond siorose is nol p€rmilted, respeclive ulD loken
shollbe siored n ploce of Aodhoor number

i' sD.a. f eo Doromere6 recei/ed os oLrhe^lico5o. I $po' s€'

, ir,.,.-".a oi o r< o''" ol rl'o'nol'on lo'e Aoo' oo' lutbs hode' ol're'ia_ o'

iv, Recqd oiconsentoflhe Aodhoor number holderforoulhenllcalion bulshollnol,in o'y
eveni. reJoin the PID informolion.

ol An lnroao'on Se<r:'/ poc' inlire *:n )o2l00'nonood UOA spe" lic h'o m on
secr.y poc) do Aooloor Acl .0'6 lho b6 lom.o'co'o elnre so-ullv ol d'nli[

q) aodhoor nlmben sholl ony be slqed i. Aodhoor Dolo voull os pe. th6 specificolions

ll.llght! or lh. Aodhdor t{vmber Holder

n.mber hode'ho, 'e 
rqlr lo oo'or o_d r_qJes updole ol'd€r'!

nior^o, on r"'"o.itt llFGqorso,ior.'c-ditarlt'corio ogs. 'ecollecroror'oc
blomerlc informoiion, noros; ond tudher shqing k prolected bv seclion 29 of lhe Aodhoor
A.l 2o16. hence lhe Aqdhoor number holcler connol requei lor lhe core bloreldc infmolion'

br Ihe akolo-Woshim Disldci Cenlrol Cdoperoljve Bonk ld. Akolo shollprovide o ploces for

iri. e"anoor numO., n"aer to view lheir ldentilv lnformolio. 3Tored ond req!*l suhequenl
L.dolion ofier o r r-d c olhq _^ oenl /olrl6Aodloo tmber _olos 

' ll cose lhet pdole )

';q 'i{ lor J Dr. oret; .'.ronedlolre}oohoo'nuroe _older'

.r The Addhoor nlmber hoder mov, ol onv lime. revoke consenl given lo The Akolo woshim

D;1c (e11ol c+op"'ol e Borr llo.. a olo or 'lo'r9 ^' +r rC oolo. o'd rool sct
revoco'io_,Ife..o'o-wo5r.rDnIiCerloCoopero\eBo1lro.Alolo5olldelele1ee_
KYCdolo in overilioble monnerond provideonocknowledgemenlollhesome iolheAodhoor

dr rhe aodhoor nlmber holder hos ihe righl io Lodge o conp olnl wilh ihe pri

h respondde ior monitding of the idenllv lnlomolion proce$ing oclivi
pr@e$ing k noi in conlroveniion oflhe qw;

ri



or A poces,\oi o- !o,r. o-" -.r.:: -:-:,"]i:,"J":5;.i;"::;"":J[^:,?i'i;;'-"i
A;dh;ornumberliolde6w th rspe'l ro lhen'dennrym
lIJ" ,- ,,n.,oi i"*.r. r,,oo. -e'' 'o e r eide'-/ or' 'e ^od'oo'-J ' 

o' 'lro'der be oe

provldmg occ6* lo onv ident v 
'formolion

o, a,.reqi et o. lhe aoohoo''uro'' ho'de| roi o_ lo aor' _cooeo od'esoo-ded ro

dilh . o reosonoble Period

cl complio.ce 1o ihe relevoni 
'lolo 

proteclion/ privocv law (t shollbe6nsuEd'

-rsr€i;-;:;;"c,s ; o;;d o'd rechnoroees i /orri! do'o orocess'o o' 'dcr "Y I rdn orior

ot Aodhoor.umtrer ho de6:

or -\e 
^, 

oo wo r' m oisri cd or co @€'o1 e Bonr' o :';i:'!ff:::?::;;::l-:-".
I .nbe. o "oohoo .-. oe rcrden. shol rcr aore P" ,"-oi.i.at o,o..o "., 

h o,.r
A.dh..r numbeG unle$ lhe Aodhoor numbeE nove

oppopt,o'neon' ool5np'_ o 'd i4 precl'or c'o't

., Beloe aolc ,.e 4.i_ o_\ -e* ooc' s tl o' '/o'el 
p oc''5:1o ol ider") 'l'ormol:or ll e

ij-li-.d","ij,!*'. ',.a ou.o,.'" o1i,16,1q"6. i "i,... ror'ce rcoapolc''o hc

a;dhoo a_ 20 6 s p'ov,o"d lo lhe € 'de'' / c-"o-e' / ^d o' o'ono -o' co' s^' i olea

.n.l recorded in compl once lo aodhoor ac t 20 6'

l)The Privocy oflcersho beon expertindolo proleclion o'd privocv e

I2,AodhoorNumb HolderA'c$srequert

d o, o re" el-o'e (o' o o' e 'o di' roa'F o'

;rdmolLon ond.onsent requremenr!

,1e o,eo, -o,o1o, .d t.::.:."J :":;.: ,"" ::",i',:i.,j-,::.
'.lenlxcolion 

ond mnrm'zolio' sholl be mpEmenx
'.,;j."','i. l"-ii ".. 

, a'. -r o o'tr "o'o 'ep'od"orD'oc' 's'

1a cov€6on.e d.d A.countobllitv obligollo's

o)A Prlvocycommiltee 5hollbe enobhhed lo provide siroleqic dlEclion or Privocv molle4

b, r pa or .Pr..o.v o{'cer"e-ooriore "' *'9:?;"'g", :i:ff'.":; ffii'::"fl ';:;"^r;ino the comorehensive. orsonnorionwdo gov€

..rs.,i l"o'-'"'..p.."ce t 1're oporr(ob'e ow'

,rtneno.-of.reoi,o</ot!'ao o co. oc' de o'\ vo'' oe l ode o\orloble 'o !lDAr ord

oihererrerno oqe..ieslhrouqhopproprorechonne'

dl The Prlvocv oiticer sholl b,e responsib e lo o$e$ privocv risls of proce$ing ldeniiiv lniormotion

/ 
'pe6onoL doJo ond miiigote lhe dsksl

el The Privocv Ofiicer sho be lndependenl ond shoLL be lnvolved ln ol the

pioce$ing or ldenlly lnldm.uon;



q)rhe Prlyocy oflicer shon odvise lhe 1op monogemeni on lho p vocyobligollons;

h) Ihe Privocy otlaer sholl odvhe on hlgh{kk proce$lng ond lhe requiremenl of ddlo pivocv

I lne Pd,ocv Orfi.e poi'o co.o-l lo'-lo'l o'coo'ditlon ord
;pha-r'o1or o'pl,oc/ pro-''"e. o'd or.€' e i eiol os_1. ee'o'or v o'e i$:

j)Ihe P vocy offcershollbe respo.siboformonoging pivocv incidenls ond respondlng to the

i'lnePa\oc!officer5nolo.obeerpo''be!o'p.'19inplo'e1eos.re|oleoleo'orere$
ot ao'irs;r ro'1 1 ,ol\eo'. o'o'e s.g o{ I v rlo roron. oooLl rc l'9o'corGqudtes
.fddr. rjed.h ro lhe reoulolion oi lhe orqonizolion.

,' p' ,d., on cer 3hotlenn.c '.o EA'tenr-oronope.ol'o_.sy4lensotooo''colioloe

" a,Jticrnl N ftnd'on coroutd r_nerqelcv R€spote eor) storoo'di\o'on-etiaqo'd
6; h Cerl ri.olor lt-Ocl ^nponel''d dd o ) o oq olher r'DA recoo' hed ooo, ol l.on

mrPi/o ! o1'ce' s^oll -or o' _l r _'lolordil rll-'o.g..n^_o ouo l€of) o' o o-onelv bo'i
ondno' o corpolcelro'gl rlekoLo so9o-d,od'oo''.l'0 6

nr P. /oc. ol -er snoll €r ne r.ot ll e ro'l e'd opero o', inlaocling wilh rod5oo 
'un 

be'
ri,ro"ioi",..'.o*.p.oacbo\i\'oersue'6/cotrnun.oel'ed\'osieo'1'orrolio'
io ln" aoan"o, nr.o.i noa.r, loke .onsenl opproprlqlev onerchowing lhe screen lo the

,odhoor number hoLder ond ensure secudtv or identiiv jnrormilon. such lrolninss sholl be

documenled ior dudil Purposes;

ol Aoohoo, soeci r 'o'r.as ro de/elopes. .4 ems oor 15 oro olher tsea ' 'ollbe 
p'o'ided

i; ";4,-; ;;, .,. o*o; -e ob ;o'ion 'o' tr 6i 'espec i,c ores: conpelol or iLcs
to nings shdll be documenled:

Dr Pr\oc'oincesnorloe'e)polbe loto nolr conm' 1co e_ls oo cY oo'lrloreFolo^aord
Il,ri"r,iii."".--o.r;, -.\poiic): A,vcr'o-s€ ro lepocvs'o oe corn 'I-ored

Pr:,.N of,ice sholl foci, o'e'o'ro, Pi oc,/ pe/orao_ce rev'a6 wirr ''e relelo 'l
r"r."lai" , p^ * , < "-" 

"ee or o s -qqe{ 1 p'o e rc' - . rc 'e es { o'l co' ider '\e
- rs of /or;u o-d \ p',o<, ir -io_11. pi'oc) .r'iohes .lo^l oqurcmenl' elc'

15, Trond€r ot ldedlty lriomotlon olt3lde Indlo l! pohlbned

or loerl t iloro on sho'l 'ol oe 'o(ed o'ron\le-eo orl'oe lhe ler'6 ol lloo in

.;n.[.n.e ro the aodhoorA.lord ih P€oulolons

16.G evonce Redressol Mechonkm

o) Aodhoor number hode6 w
orgonsoiion! Privocy Oi,cer vio
moblle oppLicoiion etc.

ith sdevo.ces oboul lhe Proce$ ng c
mlLiple chonne s like on lhe websile, thro

b) Reosonoble meosures sho be ioken lo inform the residenls / 
'unome6 

/
lhe Privocy oilicer o.d its contocl deloils:



-r rrc co rro. deto:' o P'ivoc, o' <q d o re ro-dro t ns;i";';ii;l' i; ;:,":?,:r::
;1he oraorsoiiotu websle ond olhers!'h me'oms
wllh lhe resldenrs / clnomeE / 

'norvrouos

dr\4here'_e n ro.n o'i1lero.'on('olele('o;c.luc_osohrs'o''oier/NoL'eboord";i''ot.'"I.,,r o'.-o'roe \eo ro oisoro r '\e tne or Pr 'oc' or' 'er ond colrocr

o re5o eo 'o 'ol- 
collJrlo o' lr e Tl e Aroo

*'; i.' .i;i r c."r,o . o 
"o"'o ''" 

Bor' d' ^oo aooroo'-irbc' Foroe'' 'o-'eeL
i.;,;,.;.#-;i;;;;l"i". o""i.o,'". ".''so" e ^oo5oor'c '-0 6'

! 7. RespoElblllly lor lmPlemenlolon ond enlor'en€nl ol the pollcv

ol ln4 o e'ol .e\po'rb'I/ ol ro oing o'o-ero'c€1e. or i_5 ool(r 'roloi or'oJ\

mechonirms such os Audlts eic. sholb€ wrrn u)u'

bl Respo.siblltv oflh6lmplemenlolion ol conlrok ofihis policv shon be with clso'

. ' Resoonsib rv o 'eliew o. D'''os!'e or rlono'io' "ol' o' co15e-'

.;;;-.;; "q 
.'."''"- e. 'trrbew''r'' ure<hs'voi'

rs. Relevont PovlsloN ol Aodhoor A't ond Supreme coudjudsemed

o) Fo or.q re evont documenls shollbe refetred io lor ensuing comp once lo the Aodhoor

reou€menis'''iii" 
"'ii "r'"' 

*.." 
',orene 

cour do ed sep'e1oq 20ra

ii aodhoorAcl:0ld
i Aodho.r ond Other Lo,\ U me.dme'rl A' r ru v

'v 
aodhoor lau henlrot on) PeglLo ors20l6

v aodhoor lDolo se.lrilviRegu olions 2016

v Aodrroor llho nqof nlormolio'l Pequ or o's 2u r 6

.r.,"",'.;il'' p!!, ;';,' ;,.. -"''''c io1'ued o Lr D^'

. NomeofPtrvocy Olfce' Mr Umeshs' More

. Fmdi[ umeshmoe@oko odccbonk'com


