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o) "Aodhod numbea meons on denl licollon rlmbd lssued to on individlo lrder sub{ecllon

{a) of seclion 3, ond l.cudes ony oller.ollve viduo identit seneroied undersub{ection ('4)of

Rererence: seclion 2(o) or the Aodhoor {Iorqeled Dolvery of Flnonclo ond other subsidies,

BeneAls ond Seryicet acl, 2016 ond seclion 3li)(ol ol the Aodhoor ond olher Los
lAmendme.t) Act,2019

bl 'Aodhoor Ddld voult" (ADV) meons q seporole seclre dolobose/volLt^vslem where the
eniilies mondoto Ly sJore Aodhoor numbe6 ond onyconnecled dolo slch Jhot iiwi be ihe
on y ploce where tho 50 d dolo wi be slored,
Reference:PolnJ number lo,circulo, No, I1020/20s/2017_U DAI lAulh-), doled 2s 07 mll

c) "Anhentlcdtlon" meonsthe proce$bywhlch ihe AodhoorrwberoLongwith demoorophic
inrdmotion or blomeir'a informoiion oi on lndividuo h submilJed to the cenlrol ldenlities Dolo
Reposlto.y lo ih vedficolionqnd slch Reposilory vedles ihe corectnest orlhe qck thereol, on
the bosis of inlormolion ovol ob e wiih lt.
Reference: seciion 2(c) of lhe aodhoor lloGeled Delivery ol Finonciol ond other subsidies,

senelits ond setolce, Ac1, 201 6

.ll "Aulhentlcqfio. seslc€ Asehcy" or'AsA" shol meon on enlilv providing nece$ory
inlrostucllE tor ensuring ,eclre network co.necliviiy ond re oled seMces for enoblng o
requeninq enlily lo pefom outhenllcotjon using lhe outhenicolion roc ilv provided bv Jhe

Reierence: Reguioiion nlmber2{,)oflhe Aodhoor lAulhenli.oiion) Resuotions,20l6

e) "Auihentlcdllon Uler Asency" or -AUA" meons o requeni.g entily lhol uses lhe Yey No
oulhenlicoiion fqciily provided by ihe Authorily.
Rererence: Regulolion number2{s)of the Aodhoor lAulhenrlcolion) Resllotons,20l6

')-Auihorlty'' neo-s I'e Ulqre de.ti'<oror aull^or Y of noio edob'i I ed under sub- e.l:o
lllo.r(161"o'_Gaod_oo,llo.geeoDeli/eryolEitrciolo_oornt'sub.die5BeE!\old

Referonce:section 2le) ol lhe Aodhoq (Iolgeied Delverv or Finonciolond olheI subsldies,
genefih ond s*ice, act,20l6

ql "con!ed" meons lhe consent relered io in section I I of PoP bill2019
Releence: secllon I I ol PDP bill2019 lolven be ow)

{ll Tropeho.o oo ot ol_olbeooce$ed.o\ceo ontnecor anlgr/erbr'ledolop'1cool
o I lhe comnen.€ment of h Proceslns.

(21 lhe conseni ofJhe doio princlpol sholl nol be vo d, unle$ such consent k-
(o)lree, hoving resord lowhether it complies wlth ihe nondord specilied udersecUon l4
.rlhe ndidn Contocl Acl. l a/2:
(b) inro,med, hovins regord to whelher lhe dolo prlncipo hos been provlded wllh the
inldmolion requked u.derseclion 7;

{c) speciflc, hovins regord io wherher lhe doio pdnclpol co
.onsenlinrerpeclof lhepurposeof proce$inq:

hovino regord io whelher il is indicoled lhrough on ofrnmotive
meo. ngfulin o I ven conle{l'ond
(el copobe olbe.g wilhdrown. hovina record lowhelher the eose ofs
comporoble lo ihe eosewilh which consenl mov be given

3. Tem5 ond Deinllons:
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o) "PlD Block'meons the Pereonol lde.lily Dolo element which lncudes nece$ory
demogrophlc ond/or biometdc ond/or oTP collecled from Jhe Aodhoor number holderdudng

Rererence:Reg!otjon number 21.)ol lhe Aodhoor (aulhenrcolion) Resulolio ns, 20 I 6

pl "P€uonnel" meons ollhe employees, noif ond olher lndividuols emploved/conlrocled bv

Reierence: Regulo i o n number 2 (l) li) of Aodhoor (Dolo secu ly)Regulolions 2016

q) "ReteBn.. Key' meons on oddiilono key which is mopped with eoch Aodhoor number
slored n ihe Aodhoordoio voul1,
Rererence: Poinl number lc) Ck ulor No. I l0m/20sl20l 7 - UID^ {Aulh l), doted 25.07.2017

4 "nequedlns Entlly" meoN on ogency or pe6on lhoi submlls lha Aodhoor numbeL dnd
demogrophic lnformolion or biomeiic informol on, of on indiv dlo 10 lhe cenlrol ldentilies Doto
Reposllory ror oulhentlcolion.
Relerence: Secilon 2(u) of ihe Aodhoor {Iorseted oellverv of Finoncior ond other Subsldies,

Benefih ond serylce, act,20l6

s) "Reidenl" meons on individuo who ho5 reslded in rndio for o peiod or perlods omounting in
ollio one hundred ond eighty two doys or more in lhe iwe ve monlhs immediolev precedins
the doie ol oppfcdlion for enrolmenl,
Re,eence; soclion 2(v) of the aodhoor (Iorseled Delivery of Finonciolond olher Subsdles,
Beneils ond serylce, Acl, ?016

i) "se.lltrve peEonol ddtd or lrromdlon" meons slch peEonol inrormolion which .onshh or
lnformollon relolins io -
. Rnoncio lnfdmollon slch os Bonk occouni or crodit cord or debit cord d olher poyment

, physicol, physio oqicol ond monlol heollh condilion;

' medico r€cord ond hislor'?;

. Biomelic intdmoiioni

. onv detoil reloiins lo lhe obove cLolses os provided io bodv cdpdole id provrding

' ony of lhe infomolion recelved u.der obove clousos bv bodv corporote for proce$ins,

stor€d d proce$ed und6r o\r,lol cort.ocl or olheMisel

provided lhoi, ory nfomotion thoi is lreely ovoi oble d occessib e in pub c domoi. or fumGhed

under the Righi lo nlormolion Aci,2oos donyolherlowforlhe lime being in fo€e shoLlnoi be
regorded os sensitve peEonoldqlo d infomollon for lhe purposes oflhose ru es.

Reference:Rule3ofihe nformolionlechnooqy{ReosonobLesecltivPro.TicesordProcedures
.nd senstive Peronol oolo d lnfomolion) Rules, 201 I

-l "UlD loken_ neo_t o 7r- -oroc er olpl o|aer c ati.g reh'_eo or' .loal I 'e'oo'se'o lhc
..rn.nl..r 6n o.o f mileo lr! reo,€f . wll be uniq-_'or eocl aoohoo' ntrbq fo' o
porrlculor eniily IAUA/sub AUA) ond w remoin some for on aodhoor
ouJhenlicolion requesls by lhol porllcu or eni lv
Reierence: Poi.l number lo o, n ckcu or No. I oi 2013, F. No. K ttom/2l7qa
doled lolh lonuory 2013
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b)rhe akolo-Woshlm olsrct Cenro Co-operdtive sonk rld., Akoo, ihslb-AUAs, BCaondother
lhird-podype6o.relwith occe$ lo U DAI informollon o$eh shol hove leosl pivlege occe$ ld
nformol o. occe$ ond Proce$lno.

cl Acces righls ond pivieges 1o infomollon goce$ing focilities ld Aodhoor reloied
lnfomollon sho be revoked wiJhin 24 houu of exil of respeciive peBonnel. Post deoct volion,
LKer Drrhdn tJe deeled il nol in use.

d) Acce$ ghis ond pnvlbges 1o lnfomolion loc ilies plocessing Aodhoor reLoted lnlormollor
sholl be reviewed on o quorledy bosis ond the report 5ho be moiriol.ed for oudil pulposes.

el Common user Ds / group lser Ds shollnol be used, Exceplions sholl b,

Akolo-Woshim Dislrlci cenlrol Co-operolive Bonk\ senior moroaemenl
where there k no olTeholive

fl Pocedures sholl be pul in ploce for secure slorose ond morogeme
po$words ,or critico informolion synem5i if done monuolly, ihen o lte proo

ishollbe used ond on occe$ loq reoisler shol be moinlolned

b) Deloih of the informolion o$e1 sholl be recorded, ond on o$et lnve.lory should be
molnloined ond updoled os ond when reqlted.

c) The Ako q wosh m Dislrlci Cenlro co'operotive Bo.k lld., Ako o sho deline o pr€edure for
disDdo oi ihe inlomoJlon oseh belnq used loroulhenUcotion operoiions. nformotionsynems
/ d@umenh conloining Aodhoor e oled inlomoiion 5ho be disposed'off secure y.

dj Befde sending ony equpmenl oul lor repot, the eqlipmeni shollbe sonilised lo e.slre ihol
il does not conloin ony Aodhod reloted doto. A movement og regisler of olllhe equipmenl
sentouhide sho be molntolned.

e)Ihe Akoo worhim oislrjci Cenlrol Co-operollve Sonk lld., akolo shollnot tronsfs or moke on
unollhod@d copy of ony aodhoor reoled informolion incldlnq idenUly informolon lo ony
perono dev ce or olher unoulhod2ed elecibnic medlo / noroge devices,

Ijconnos shollbe impemenled io prevenl ond delecl ony loss, domoge, iherl or compromise
of lhe o$el5 conioinlng ony Aodhoorrololed lnrormolion.

g) Ihe oulhenlicqlion devjces used to coptuE resTdeni s blometic ahol be sTQc cerilied
Registered oevlces. A I lhe Slb-auas, Busine$ corespondenis or olher sub-controc,o6 sholL o so
use the STQC cerulied Roghlered Device only.

h)owneuhlp ofoulhenllcoiion o$ehshol be cleor y derined ond documenled.

i)A lhe o$els {e.9., POS devices, tobel5, de\krop,loplop, seryeE, doioboses elc.)osed by lhe
Akoo wdshim Oisrict Cehlrol co-operoliv€ Bonklld., Akoo ond ils sub<orlroctds ior Aodhoor
aulhenlicolion sholl be used ofler their hordonins hos been done os per ihe hordenlns boseline
documeni. The Akoq-woshim Dislicl Contol co-operollve Bonk id., Akolo sholl define their
own hordeni.g nordo.d' ur e$specifred by LJ DAl.

q) Ory oulhorized lndlylduols sholl be provlded occe$ 10 inrorholio. Iociliiies lsuch os
AolherUcoilon opplicotion, oudir ogs, ouihenlicolion s6rye6, opplicolTon, solrce code,
Tniormot on secldty lnrrosirucilre elc.)proce$ ns Aodhoorreloled informolior.Acce$ Contto
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o) Po$word rhoL not be nored or lronsmlle'] in oppLicotions l' cLeor lext or in onv reve6irrLe

hl Po$word sho nol be included in orv ollomoTed og'on proce$' eg' sloed ln o mocro or
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Three slcces've bqn fol

nLocked dnd lhe Poswod resel.Ihe urer sho hoTe to
be lo og. lnli iheir occ

6/AdmLn slrol oa for gelllng lhe o'cou
.onloctlhe Syslem Enginee

t. Cryptogpphv ond secudtv ol aodhoor number
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s) The oulhenllcollon requesl sho be disllollv slgned bv The Akolo_woshih Disldcl cenlrol c+
;;erolive Bonk id., Akoo o.d/or by lhe Aulhenlicolion serice Agencv, os per tho muluo

ogreemont between ihem.

nr L6v mo.ooemenlo-l es5lo oe pe'of,ed o) _he A\oo worhn D.ici cellolco
operolNeBo;l'd. alolo lo pro -. I lhe t evs lh'o' g 'o-' .e li,eqc'e.'tocli'estlo'i
oddre$ the toLowinq ospecrs of key monosemenl, incudins:

t.
L
u.
V,

v.
VI,

key cuslodlons ond requtemenh for duo Conlro;
orevenlon ofunoulhorEed subslilulon ol lers:
ieprot "re- o' t nowr cor pror co o'5L so€c led cor ororked levs:
I ovr./oco on oro loqgiaq ord oJd r _o olle' nonog€le.r'eo'ed o.'nilie5
I.; Rdae..e.ev ura fo lool^oo Doiovod l'DVl sho- o oe senero'ed \is
Unlve6o y l,lnlque ldentifler luUlo) 5chome so lhot Aodhoor Number con nellher be
duesed nor r€ve6e enqineered usiro lhereferenc€
r: Aodro luibso plova.tbe-or'oeod /'or'^e aod-oo_r rber'ode'or
vorious speciol roles/useG hoving lhe ned wilhin the ogencv/depodmenl. olheNise,

by defoull, olldisploys should be morked slch ihol on v on tour diqih oi lhe Aodhoq'

The Akoo-woshim Oklricl Cent@ co_ope.oive Bo.k lid, akoo sho moke nece$ory

chonges in thei oulhenllcolion syslems ld useofVntuo loken, tlLDlokenond Limiied

The Akoo-woshlm Dklrlcl cenirol ccoperoiive Bonk ld., Akoo shqllinlegrole viduo

Iok6n ood U D Token lnto lhsirseNlcer'

x.

10. Phyllcdlond ENlronmer ol Securlty

ollhe setoeBrho! d be p oced in oseclrecobi.el in lhelhe Ako

operotive Bdnk! Dolo Cenire.

,iu.i
ii

c)Dolo Cenlre shollbe monned bv sec! lvsuordsdu ns ond oller olf

b) Dolo Centre hosiing Aodhoor reoled inlomotion sholl be iu v
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unoulhorzed intercepuon or domoge

loken ln lhe evenl ofo ioilre

c) Penon.el invoved in o menl/teslns luncllons sho

lem odm. nrolon Pro.e$es,
which mov compromhe dolo securlly req

revlewof synem or Pr€es ond

.llon of duties is nol po$ibLe or p@clico' l
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dr cCIv slNe o.cesholl.overlhe seNeE
;,;.;-:siio,h;Doi;(;,,e'ro,.oeaedoo'loizeooelo'rero'rvonoooorooloreLos'
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e)The Akolo-Wosh:m Dhtdcl Centrol CGoperolive Bonk! peGonnelshoL nol inlentionollywiie,
generole, compile copy or ollempl to in1/odlce ony compuier code designed lo domoge d
otheMise hinder the perJormonce of. or occe$ to, ony aodhoorlnformollon.
f) The lesi ond Produclion focllilies / envlronmenk sho L be physicolly ond/or logicolly separoted.

g) A lomol Polch Monooement Procedure sholl be esloblished lor opplying polcher lo the
informlion syslems, Potches should be updoled ol bolh opplicot on ond seryer evel.

h)Pe odic Vulnerobiry A$e$me.r (vA) exercise shon be cordlc1ed loren5ldns rhe secuilr/
6, the aodhoor lnfrosnu.lure.

j) Netwo* intruslor ond p.evenJion systems should be in ploce -e.g.,lPs,lDs, wAF, elc,

k) Enslre lhol ihe eve.l logs Gcord ng rho cdllcol user octivities, exceplions ond 3ecldly evenls
shollbe enobLed ond siored 1o o$niln ilture invenigolions ond occe$ conrol moniiorins.

lJ Reg! or moniiorjns or the oudil logs sho loke ploce ror ony po$lble unoulhorlzed !5e ol
infomorion synems qnd r€sulh sho be recorded. Acce$ io oudil lroils o.d eveni logs sholl be
provlded lo oulhorized pe6on.el on y.

m) Ihe Akoq-woshim Dhtricl ceniroLCo operotve Bonk lld., Akoo 3hollfollow olllhe consenl
reoted povkloB os defined ir ihe Aodhoo. Ad, ml6, Aodhoor Regulollons ml6 ond oll
clrcuo6/nollncolons pub ished from iime to timo,

n)Ihe AkoLo-woshim Di5tricl cenlrolco operolive Bonklid" Akolo shollmolnloin the loss or the
Aodhoor olihenlicotion tronso.Jio. os delined in the Aodhoor (Aulheniicdtion) Resulotions,

o)Ihe Aodhoor ollhenilcotior ogs shoLlnol, in ony evert, relain the PlDinformolion

p)Ihe e KYC dalo oron Addhoor number holder, €celved upon e_KYc ollherllcollon shoI
be sded in encrypted lorm ofler obiolnlna opplopriole coroenl fiom lhe resideni, Fu hsL lhe
usoge of e-KYC dolo sholl be qov€rned os delned by ih6 aodhoor Act 2016, Aodhoor
Regulollons 2ol6 ond oll ctc uloE/.oliflcd uons publshed from lime io 1Tme.

ol rl-ee-.cooloolo.aod.oorr.1oeihddfl.(e,edJoorer'corrl_nlcolon.sqo'l
oe )t oreo w 1 sro A-A o' or, olhe' elriry oie obro .lg spec l'c pdm.5o' 1or r D'l bv
submilling on opplicouon n this regord. ailer oblolning ihe oppropdoTe perml$ions, the soid

dolo mot be shored os pei provislons or the aodhoor Act, 2Ol6, Aodhoor Reguolions 2016 ond
o circ! oE/notilicollons publshed irom l me 1o llme.

r)Ihe cienl opplicoUon used rd Aodhoor oulhenllcolion sholl noJ siore blometic doto
cole! -oo-r.9ourhe-rco 01unde'o-yci_ur.lorc6"

Ihe logs ol ollhenlicoJ:or ironsociions 5holl be hoi.loined os def ned by Ao
odhoor Resulot ons 20 l6 ond oll ctculoE/noiificolions publirhed rrom lime io

J)Iheseeer shollreside ln o segregoled .ei\4ork segmeni thol is lsooied fro
neiworl of lhe orgonsolio. The 5eryer sho ! be dedicoled ior the
Aulhenlicolion purposesord sho nol be used ,or orv olher ocJivilies not re 01

l) AI hons hdl conreci io Jhe aodhoor aulhenticolion Seeice or hondle residenll idenlilv
lnformllon shol be secured uslng endpoinl seclrly soutions. anii-vitus / molwore deleclion
soflwore shollbe inslo edorsuch hosls.
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b) A unique lro.socllon nlmber sho I be generoled oulomdlico y by ihe ouihenlicolion devlce
which sholld be lncremented loreoch lronsoclion proce$ed,

c) the nelwork beiween lhe Akolo-woshlm Dis, cl Cenirol Co-operollve Bork ud., Ako o, ih sub_

coniroctoE ond aSA shol be secure.The Akolo Woshlm Disiricl Centro Co-operolive Bqnk td.,
Akoq sho conn€ct wilh ASAS through eosed nes or sim o. secure pdvoJe nes. lf o pubic
netwo* is used. o seclre chonne slch os ssLorvPN 5hollbe used.

o) Ihe Akolo-Woshlm Dislrici Cenlrol Ceoperollve Bonk lld., Akolo sholl complv with the
Aodhoqr Acl2016, Aodhoo. ReguoJio.s 2016, U DAlogreemeri, os well05 other notices ond
circulou publhhed by l.llDAl from time to lime.

b) App cotion used for Aodhoor oulhenlicolion sholl be oudiled bv iniormotion svsiem
oudiio(, ce ilied by slac / CERT N ond complionce oldil repo h submilled io u DAl, All sub'
AUAS sho oho occe$ ollhenticollon seryices o. y lhrough duly ou.liled clienl opp coUons.

c) Perm $ion sho be loken irom LJloal belore oppointmenl oi qn enrirv os lheir slb AUA. 
^ko,Ihe A[olo-Woshim DhTrici Cenlro] Co-oDerolive Bonklld., Akolo sholtoke pemlssion tor okeodv

oppointed Sub-AUAs, ir nol done q reody.

d)The aloo.Wosh h O nrcl Cenlro CGope,otveSon[ td., Akolo sho e.sure lhot lh operolions
ond sydems oreoudlled by on irformollon rynem5 ouditor certified by o recog
on onnuo bosis lo ersure comp ionce wilh U DAI slondorcls ond sp
$dllbe rhoredwilh ULoA

tn oddllion 10 lhe oudjls lo be pe ormed by The Akolo woshim Dklrlcl ceni
Bonl ll.r, A, olo by ikeLf on on onnlo ulDA moy conduct oudih of ihe

woshim Distcl Contol Co-operolve Bonk 1d., Akolo os specifed by the olesl UDAI AP

d) The setoer shol be hoted behlnd o lirewo . Ihe firewo rules sho block incomng occes
requesJslolheseNerlromo sources olher lhon The Ako o'lloshlm Disldci centrolCo-operoJjve

e) Use of web bosed e mo sholl be restdcled 10 olfcio lse ond in occordonce Wih lhe
occeploble usoge guidelines oros per orgonizoton polcy.

I3, lntomotlon secu ly lncld€nt Monogemenl
o) The Akolo lloshim Dhlricl cennol ccoperolive sqnk ltd., akolo sholl be respo.sibe ior
reporlino ony securily weoknesses, lnclde.ts, po$ible mhuse orvloolion ofqnyoithe 5t puloted
g! delnes lo U DA immedioleY.

bllhe Akolo-woshim D*cl Centrol Co-operalive Sonk ld., Akold sho ensure lhol the sub-
AUAs, Bcsond others!b conlrocl06oreowore oboulAodhoo.Aulhenlicolion reoled incidenl

c) Roor colse Anolyst (RCA)sho lbe perrdmed rormojorAo.lhoorreloled ncde.is ide.liJl€d
n lh oswellos l1s sub cohirocloE ecosyslem,

dlAny conlidenlio ily breoch/secu ty breoch ofAodhoorreoTed nlormolion shollbe repoded
lo Uloa withln 2.4 ho!6.



Eyo uole lhe need for oclions lo ovoid recurence oi the some;

Delemine ond enforce ihe imp ementouor oi codecive ond preventive ociiorl

R-aview,he cotreclve octon loken.

I

systems of The Akolo woshim Dsict Cenlrol co-operolive Sonk lld., Akolo, ellhd by ihelf or
throush on oudltoroppoinled by LJIoA,

rl rony no.-complonce is found os o resull ol lhe oudil, monogemenl sholl:
l. D6temine lhe couses of the non-comp ionce;

g) Ihe Ako o-Woshim Dhtrici Ce.to Co operolive Bonk lld., Ako o sholl lse only lice.sed
softwore for Aodhoor eLoied iniloslruclure environmenl. Record of oll soflwore licenses sholl be
kepl ond updoled resulor y.

h)Ihe Akolo-woshlm Distict cenirolco operoiive Bonk lld,, akolo ond ih ecosynem podne^
sho ensure comp lonce to o the relevonl os, regu oUons 05 well 05 olher noi ces, ctcu oE
ond guidelnes os delined by UlDAlfromllme to llme.

l) Froud ano ytics module shol be dep oyed os po.l ot h synems lhol k.opoble of onoysing
oulhenicot on reLoted l.onsoctons to idenliiy froud.

j) Ihe Ako o-woshim Dislricl Cenlrol c@perollve Bonk lld., Ako o 5ho oudlt ih sub-auas, Bcs
or olher sltcontoclds prov d nq aodhooraulhenli.olion seoicesa5 perolllhe re evoni lds,
regu otions os well o5 oiher nolices, ctcu on ond guide lnes os deiined by LllDA from lime lo

kl For o ou,hentjcoton opplicollon depoyed b,y The Akoo'woshm Dknicl cenlroi Co
operoiive Bonk id., Akolo ond iis sub AUA, Trre Akoo-woshim Dslricl cenrrol co_operotve
Sonk s logo5ho be ceory visible.

I5. Chonge Monogement

o) Ihe Akolo-woshim Dislr ci cenlra co-operolive Bonk ld., Ako o sho documeni ol chonses
lo Aodhoor olthenlicolion opplicotions, nfloslruclure, processes ond lnlomolion Poce$ ng

b)Chongo og/ regislersholLbe mainloine.lfor ollsuch cho.Oes pe ormed


